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—— SERVICE OVERVIEW

Technical
due diligence.

A clear picture of your technical risks — and a concrete plan to reduce them.

01 Discovery 02 Mitigation 03 Verification



— WHY IT MATTERS

It happens to organisations
of every size.

2020 - Healthcare

Patient records held for
ransom

A Finnish psychotherapy
provider's patient database was
breached. The data was used to
extort both the company and its
patients, and ended up on the
dark web.

SolutionForge - Technical due diligence

2015 - Gaming

Accounts shown to
strangers

During a holiday traffic spike, a
caching mistake at a major game
platform showed users other
customers' names, emails and
account details.

2019 - Public sector

Calls left on an open
server

Recorded calls to Sweden's
medical advice line were found
on a web server with no password
protection. Six organisations were
investigated by the data
protection authority.
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— WHY IT MATTERS

Know your risks before
someone else finds
them.

Incidents like these can be mitigated by knowing
your organisation's risks better — moving from
simply knowing about issues to clear actions that
reduce them.

Discovery Mitigation Verification

Unknown unknowns

What you don't know you
don't know

Known unknowns

What you know you don't
know

Unknown knowns

What you don't realise

you know

Known knowns

What you know you know

— the goal

03



— WHAT YOU GET

A snapshot of your technical
capabilities and risks.

A confidential report with detailed recommendations, an easy-to-read executive
summary, and a presentation of the findings.

Detailed recommendations Executive summary
Estimated probability and impact for each finding Written for non-technical readers
Recommended actions to take Presented to leadership, with time for questions

Supporting material where it helps

SolutionForge - Technical due diligence 04



— PHASE 1 - DISCOVERY

Establishing a baseline.

An in-depth interview with your technical leadership, covering four areas.

01 02 03 04

Technical Organisational Operational Data compliance
security security capacity GDPR and how data is
Infrastructure, access, Policies, roles and Team, processes and handled.

code and routines. ability to deliver.

dependencies.

Deliverable: a report with comments on each area, an executive summary and risk-classified recommendations —
presented to the relevant audience.

- Mitigation Verification
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— PHASE 2 - MITIGATION

Reducing the risk.

You do the heavy lifting We bring in specialists

@ Apply the suggested solutions Where you need help in a specific area, we connect you

with trusted partners:
® Document the risks you accept

. . @ Penetration testing
@ Strengthen operational capacity

@ Financial advice
We're available for questions whenever you need more

detail. @ GDPR training

Discovery - Verification

06



— PHASE 3 - VERIFICATION

Checking the progress.

We revisit the report and update the status of every finding.

01 02

Verification report Executive summary
The current status of each For non-technical readers.
finding.

Discovery Mitigation -

03

New goals

We set goals for the next period
— and the cycle starts again.
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— PRICING

Fixed prices, no surprises.

Phase 1 - Discovery

Stakeholder interviews, report
and presentation

70 000 s«

Discovery Mitigation Verification

Phase 2 - Mitigation

You do the work — so it's free.

Extra help when you need it.

1 500 SEK/hour

Partner work quoted separately.

Phase 3 - Verification

Verification report, residual risks
and new goals

10 000 s«
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—— TECHNICAL DUE DILIGENCE

Thank you.

Let's talk about where your biggest risks are.

victor.axelsson@simple-solutions.se



